
TEXT MESSAGE SCAM

If you've been a victim of a scam you are not alone, 

please call OASIS at (949) 644-3244 for assistance.

OASIS SCAM ALERT

How it works:
Cyber-criminals text a message claiming you

have a delivery that needs payment

If you tap on the link, you are taken to a

page that asks you to update your search

engine app 

If you tap the Install Now button, a malware

download begins and you are redirected to

a payment screen

On this screen, you are asked to pay a fee to

deliver your package 

If you provide any payment information, it is

sent directly to the cyber-criminals 
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Stay safe tips:
Only download and update apps

through your device’s official app store

Be suspicious of unexpected text

messages

If you are expecting a package, stay

up-to-date on your order by visiting the

retailer’s official website and not by

tapping a link in a text message


